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1
Decision/action requested

This contribution proposes a conclusion for key issue #1 and key issue #2 in Edge security study 
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Rationale

It is important for the Edge security to enable the use of the mobile subscription for accessing the edge services. At the same time, it should also be realised that not all deployments of such edge services will use the mobile subscription to control access to the services. Therefore, any choice of the security should enable non-mobile credentials to be used even if such methods are not fully standardised in 3GPP specifications.

Given the above, the use of TLS (as agreed in the conclusion to key issue #9 on the protection of data between EEC and ECS/EES) is a sensible choice. Furthermore, it is proposed to use the following method to authenticate (and hence allow authorisation of) the mobile subscriber which are both compatible with using client certificates with TLS as an alternative method:
- TLS with AKMA as specified in TS 33.353 [2] with AKMA enhanced to send the UE identity along with the key material from the AKMA function to the AF. 

- TLS with GBA as specified in TS 33.222 [3].
No method of provisioning the certificates etc to the UE should be standardised as the method used will depend on the particular use case.
A final observation is that if the mobile subscription is being used to authorise use of an edge service, then there is no need to authenticate the EEC ID.
The same conclusion should apply to key issue #1 (EEC to EES) unless a general-purpose token solution (i.e. one that is the same regardless of the credential used to authenticate the EEC to the ECS) is agreed.
4
Detailed proposal

It is proposed that SA3 approved the below pCR for inclusion in the TR [1].

**** START OF CHANGES ****
7.1
Conclusions for Key Issue #1
The conclusion for key issue #1 is same as that for key issue #2 (given in clause 7.2).
7.2
Conclusions for Key Issue #2
The following methods are concluded for normative work: 
- TLS with AKMA as specified in TS 33.353 [6] with AKMA enhanced to send the UE identity along with the key material from the AKMA function to the AF. 

- TLS with GBA as specified in TS 33.222 [9].

NOTE 1: Using TLS with either AKMA or GBA as described above also allows certificate-based client authentication to be performed if the UE has been provisioned with suitable keys and certificate(s). No specific method of provisioning the keys and certificate(s) is to be standardised.
**** END OF CHANGES ****
